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What is TEMPEST? Why Deep?
Demo Video:
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http://www.youtube.com/watch?v=ig3NWg_Yzag


Threat Model
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Hey! I want that 
sensitive 

information

HDMI cable
User display view

Scenario 1:
unnoticed setup attack

Scenario 2:
next-room attack

Attacker

Unintended
Electromagnetic

Emanations



But wait… is this even a thing?
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Why are we doing this?

● Improve results from previous works of colleagues for 
HDMI cables, using deep learning.

● Test robustness and find countermeasures.

● Because, as we can, others could too…
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RAISE 
AWARENESS



Our setup

2) Antenna 1

2

3

4
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1) Display with HDMI
to spy on
(1600x900@60 fps)

4) Spying PC, running 
deep-tempest

3) SDR and RF filters

green→users PC red → attacker



Other setups

9Christian D. O’Connell, “Exploiting quasiperiodic electromagnetic radiation using software-defined radio”, PhD thesis, Cambridge, 2018



Other setups

10P. de Meulemeester et al., “Eavesdropping a (Ultra-)High-Definition Video Display from an 80 Meter Distance Under Realistic 
Circumstances”, EMCSI 2020



Image recovery roadmap: electromagnetics
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HDMI cable

Unintended
Electromagnetic

Emanations

Software 
Defined Radio



Simpler case: VGA (“analog”)
VGA signal: PAM with rectangular pulses (basically a Zero-Order Hold DAC)

 

Text
image
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Simpler case: VGA (“analog”)
What’s the spectrum? A little math:

 

Text
image
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“Demodulating” a VGA signal
Recipe:

1. Point antenna to VGA connectors, 
2. Demodulate at a carrier of fc = 1/Tp 

○ Ex. 1024×768@60Hz => 1/Tp ≈ 65 MHz 
3. Take the samples’ magnitude to avoid frequency 

synchronization issues 

 What do I get?
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http://www.youtube.com/watch?v=sGleCe0XnAs


“Demodulating” a VGA signal
Recipe:

1. Point antenna to VGA connectors, 
2. Demodulate at a carrier of fc = 1/Tp 

○ Ex. 1024×768@60Hz => 1/Tp ≈ 65 MHz 
3. Take the samples’ magnitude to avoid frequency 

synchronization issues 

 What do I get?
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Challenge:

● Time synchronization (all video interfaces have a 
specific pin for this)

● Repetition is our friend here: 
○ One line is similar to the next (coarse)
○ One frame is similar to the next (fine-grained)

http://www.youtube.com/watch?v=F42VLudBuf0
http://www.youtube.com/watch?v=sGleCe0XnAs


Spying on HDMI
Great! What about HDMI? 
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Digital encoding complicates the problem

http://www.youtube.com/watch?v=_QGx_PNawA0


HDMI Digital signal
Transition Minimized Differential Signaling

Each color intensity (0-255) represented with 8 bits

➔ Mapped to a 10 bit word (non-linear and with memory)
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HDMI Digital signal
Transition Minimized Differential Signaling

 

TMDS

Text
image
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Each color intensity (0-255) represented with 8 bits

➔ Mapped to a 10 bit word (non-linear and with memory)



Natural
image
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Each color intensity (0-255) represented with 8 bits

➔ Mapped to a 10 bit word (non-linear and with memory)

TMDS

HDMI Digital signal
Transition Minimized Differential Signaling



Natural
image
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Each bit is transmitted as a differential pair:

HDMI Electrical signal
Transition Minimized Differential Signaling

Not perfectly 
aligned

Tae-Lim Song et al., “Modeling of Leaked Digital Video Signal and Information Recovery Rate as a Function of SNR”, IEEE TEMC, 2014

with



Expression of the signal “seen outside” the HDMI cable (still a PAM):

What’s the power spectrum? (ignore the offset)

HDMI Electromagnetic signal

21

PSD of the encoded bits?
Let’s look at a simulation…

Bits 1 pixel apart are 
typically the opposite

What about Q(f)?



Expression of the signal “seen outside” the HDMI cable (still a PAM):

What’s the power spectrum? (ignore the offset)

HDMI Electromagnetic signal
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PSD of the encoded bits?
Let’s look at a simulation…

Bits 1 line apart are 
typically the same

What about Q(f)?



Image recovery roadmap: SDR
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HDMI cable

Unintended
Electromagnetic

Emanations

Software 
Defined Radio



Receiving the signal:
Software Defined Radio

● Generic hardware <-> Software processing
○ Spectrum analyzer
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GQRX - https://www.gqrx.dk/

○ Signal reverse engineering
○ Satellite imagery
○ Digital TV transceiver
○ Custom signal processing chain through

Universal Radio Hacker - https://github.com/jopohl/urh

SatDump - https://www.satdump.org/

gr-isdbt - https://github.com/git-artes/gr-isdbt



How do we receive the signal?

Receiving the signal:
Software Defined Radio
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Problem: sampling rate fs is much smaller than bit rate 

Receiving the signal:
Software Defined Radio
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We receive a smudge of the bits

Can’t have better 
recovering quality 

than this. 
Can we?



Image recovery roadmap: deep learning

27

HDMI cable

Unintended
Electromagnetic

Emanations

Software 
Defined Radio



Inverse problem

DRUNet: deep CNN architecture observation

forward operator 
(TMDS, SDR, etc.)

original image

noise

Kai Zhang et al.,”Plug-and-play image restoration with deep denoiser prior” IEEE TPAMI 2021
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Given an 
observation:

Complex samples aligned by 
vanilla gr-tempest

Find the most likely 
original image:

Model:



Dataset construction {Xi , Yi }N

● Real-life image observations! (1302 images)
○ Protocol with experimental setup 

(necessary for supervised learning approach)
○ Took around 65 hs to acquire
○ High-cost generation and time consuming

● A total of N=3491 images pairs for training/validation/test 
29

● Python + GNU Radio scripts for synthetic data 
(2189 images)
○ “Free” to produce at any computer/server
○ No need of experimental setup
○ Low-cost generation



Results!

Original Vanilla tempest
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deep-tempest



Evaluation metric (text readability)
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Character
Error
Rate



Experiments:

● Training with real-life data only (pure model):
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Complex valued 
samples: crucial for 

image recovery

Evaluation with real-life testset

❌



Experiments:

● Train with low-cost synthetic data (base model) and finetune 
with a fraction of real-life dataset:

33Evaluation with real-life testset

Synthetic data 
trained model is a 

good starting 
point

Better performance 
by including more 

real-life data



Robustness
Capacity for non-trained conditions

● For never-seen fonts
○ Generated images with random text fonts and its observations

○ Using our best model → CER = 48% for test images 😔
○ Training 10 epochs → drops to CER = 30% (same test images) 😊
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Original Best model Fine tuned
best model



Robustness
Capacity for non-trained conditions (cont.)
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● Changing PC user setup

1600x900@60fps
3rd pixel harmonic

(training conditions)

Same resolution
4rd pixel harmonic

CER = 26%
1280x720@60fps
3rd pixel harmonic

CER = 50%

Synthetic data 
generator! 

One base model per 
resolution & harmonic

configuration



● Add low level noise to frames of display monitor

Countermeasures
Imperceptible changes at pixel values → high observation variance
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log-scale

● Color gradient background
observation

inference

(whiter → darker)

“Adversarial attack” 
acting as potential 

weakness for spying 
system



Available Resources

● Code for synthesis of image observation for involuntary electromagnetic 
emanations for HDMI cables.

● A total of 1302 real-life samples for train/test.

● deep-tempest GNU-Radio framework (gr-tempest2.0 + trained model).

All available (open-source) at: github.com/emidan19/deep-tempest
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http://github.com/emidan19/deep-tempest


Awareness ✅
We are on the news
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Conclusions
What we’ve done?

● Open-source implementation of mapping operator from a HDMI 
electromagnetic signal emission observation to its original image.

● Mathematical formulation and open-source code for forward operator.

● Significantly better results than previous implementations.

● Found countermeasures for our system.
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Conclusions
What’s next?

● Plug & Play methods, exploit analytical expression of forward operator 
instead of retrain one model per user configuration.

● Use time redundancy of video frames for better infer quality.
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Denoiser
(e.g. DRUNet)

iterations



Thank you!
💻🔑🛡

Questions?
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backup
slides
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For hardware geeks 🛠⚙💻
RF:

● Monopole antenna
● Mini-Circuits: ZJL-6G+ amplifier,  SLP-450+ LPF and SHP-250+ HPF
● Ettus Research USRP 200-mini

Spying PC:

● AMD Ryzen 5000
● 8 GB RAM

Training PC:

● Intel Core i7-10700F
● 64 GB RAM
● NVIDIA GeForce RTX 3090 24 GB of VRAM
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For machine learning geeks 󰞅🗽📉
● Pytorch (of course)
● Patch size of 256 x 256 pixels
● Batch size of 48 patches
● Adam optimizer
● Learning rate of 1.56 x 10⁻⁵
● TV regularization weight 2.2 x 10⁻¹³
● Hyperparameters search with Optuna
● He’s Normal weights initialization
● 32.638.656 learnable parameters (as default as DRUNet's repo)
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Pixel harmonic frequency choice
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We tune at this 
pixel harmonic

Display specs: 1600x900@60fps
With blanking: 1800x1000@60fps
Pixel rate: 108 MHz



More results

Monitor 
display view

Vanilla tempest 
results

Deep-tempest 
results 
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How do we get the signal? 
(forward operator 1)

HDMI uses Transition Minimized Differential Signaling (TMDS) encoding:

1. 8 bit pixel → 10 bit word (non linear)
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How do we get the signal? 
(forward operator 1)

HDMI uses Transition Minimized Differential Signaling (TMDS) encoding:

1. 8 bit pixel → 10 bit word (non linear)
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1. Expression of the signal “seen outside” the HDMI cable (PAM)

How do we get the signal? 
(forward operator 2)

(really small)
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1. Expression of the signal “seen outside” the HDMI cable (PAM)

How do we get the signal? 
(forward operator 2)

(really small)
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2.  Spectrum of xb[k] contains 
 information of signal

Spectrum centered
at 0.3 fb= 3 fp 
(3rd pixel harmonic)

Tune in at this 
pixel frequencies 

to get image 
information



● Expression of what we get:

How do we get the signal? 
(forward operator 2) whole system characterization
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● Challenges:
○ fs << 1/Tb = fb (fb ~ 20 fs) 

→ SDR gets “avg” of samples
(one pixel per sample)

○ Sampling errors →”twisted” image 
recovery

○ Frequency errors at pixel harmonic
(sinusoidal patterns)

● g ( ) composed by:
i. q ( )  (TMDS)
ii. baseband demod (SDR)
iii. LPF (SDR)

complex valued
(signal baseband representation 
at some pixel harmonic)

SDR’s sample rate



How to reconstruct the image
(inverse operator)

● DRUNet [Zhang21] for data term:● Given the forward formulation

observation forward 
operator

original 
image

noise

data term regularization term
(total variation)

Source: “Plug-and-Play Image Restoration with Deep 
Denoiser Prior”

net learnable 
parametersnet

(inverse operator)

L² norm
52

● Find the image that satisfies:



TEMPEST / Van Eck Phreaking
● W. Van Eck [Eck85] (CRTs)
● M. Kuhn [Ku03] (VGA, DVI, HDMI) 
● M. Marinov [Mar14] (TempestSDR)

● P. Menoni [Men19]  (M.Sc. degree)
● F. Larroca [Lar22], 2020 (gr-tempest)
● P. Bertrand et. al [Bert21], 2021

(gr-tempest2.0)

Source: hackaday.com Source: gr-tempest2.0
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